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Redes Configuracion Asalto Seguridad LinuxAP

; Esta soportada en Linux?

pilar el Kernel?
~moédulos (opcional)

.Comprobar con ndiswrapper

Eid s s
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“hm

WEP
- WPA

Wireless-tools (iwconfig):
\, - iwconfig wlan0 essid a
"~ -iwconfig wlanO channel
- iwconfig wlanO key C'%Vf_




- -route -n
- route add default gw 192. 168 b‘

b A
| '/down . ~3'
2 168.1.32 Q
asl{ 255.255.255.240 [

: f. T

- resolv.conf: |
ot - vi /etc/resolv.con




Redes Configuracion Asalto Seguridad LinuxAP

Efectos:
- Comportamiento como cliente
- - Comportamiento como AP
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los modulos:

G hostap

o p cs: tarjetas PCMCIA

ap_pci: tarjetas PCI

= h tap_plx adaptadores PLX pci-pcmcia
hﬁ: pa crypt moédulos de encrlptaflon |

,'.
.
LN

. ": e ‘ = e
mal en Debian: /etc/networks/interfaces




Tira comica gracias a:

es.comp.os.linun.*

[“MANO'S LINUX CONSULTING, HERE
AND NOW": ¢EN QUE PUEDO AYU-

DARLE? 151 A SOY EL QUE A-
TENDIERON AYER POR
LA TARDE, EL DE LA TAR-
JETA DE SONIDO... HICE
TODO LO QUE ME DIJE-
RON: RECAUCHUTE EL
KELMER, INSTAURE LOS
o MODULOS...

..EJECUTE EL LOLATLO PARA CAM-
BIAR EL ARRANQUE.. TODO. LUEGD
MEDIA HORA EN EL HORND A 200
GRADOS... Y AHORA, NO SE POR QUE,
NI SIQUIERA ARRAMCA... ESTOY
MUY PERO QQUE MUY ENFADADO...

UN MOMENTO QUE LE
PASO CON EL DEPARTA-
MENTO DE RECLAMA-

BILO, TE LLAMAN...
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Redes Configuracion Asalto Seguridad LinuxAP
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AirSnort

Wavemon

"HERMES 1"

eth2 (IBEE 802.11-DS), ESSID:

"www.globatic.com®", nick:

link quality: 68792

signal level: -28 dBm (1.58 uw)

noise level: -96 dBm (0.00 uW)

signal-to-nolse ratio: +68 dB
RX: 246761 (284322500), Tx: 154237 (23917564), 1nv: @ nwid, @ key, 64 misc
quency: 2.4420 GHz, sensitivity: 1/3, TX power: 15 dBm (31.62 mi)
mode: managed, access point: @0:12:17:C4:FF:82
bitrate: 11 Mbit/s, RTS thr: off, frag thr: off B

encryption: n/a
power management: off
if: eth2, hwaddr:
addr: 192.68.0.1,

00:02:2D:8F:9B:26

netmask: 255.255.255.8, bcast: 192.68.0.255

Ll AirSnort

File Edit Settings Help

@ scan Network deuice|eth

channel|z|§ Driver type |H

t Feb 19 01:35:33 2005 00:00:
Sat Feb 19 01:35:33 2005 00:00:00

=




Redes Configuracion Asalto Seguridad LinuxAP

(< The Ethereal Network Analyzer
a8 root@Naru: froot © Ethereal: Capture - Interface eth| File Edit View Go Capture Analyze Statistics Help

Archivo Editar Ver Terminal Sclapas Ayuda -Captured Pack °| p 4 ‘ @ @« % | 0F L ®\ Q @\| e @

Total % of total — ————
ck=280 Win=1448 Len=877 TSV=079259317 TSER=41709326 scre [y e .| YsLimpiar | ¥

Aphcar|

5.284820 192.68.0.1 -> 192. 10 TCP 48244 = 5001 eq=280 Ack=17317 Tcp —_——— — —
7 Win=18824 Len=0 TSV=41709348 TSER=079259308 uDP b | fotocol]Imo

5.285521  192.68.0.1 . .10 TCP 48244 > 5901 ACK] Seq=280 Ack= 1cMP
173177 Win=18824 Len=10 TS 09349 TSER=0709259308 ARP g g-ggg;g: igg-gg-g- 10 gg-gg-g-io b zggz: 42;8‘11 Eiz

5. 29087 . i & B 2 02173177 Ack=2 - . > <
o p2seers 92 S Cetaizovaas SeaITSL77 hek=z are 4 0.001097 192.68.0.1 192.68.0.10 TCP 48244 > 5901 [PS
T <. 261356 192.6 - . Tep So01 = 48044 Seqe173177 Ackd NetBIOS 5 0.003423 192.68.0.10 192.68.0.1 TCP 5901 > 48244 [ACK
o L rones P 590 2 q=17: (=2 P 6 0.103960 192.68.0.10 192.68.0.1 TCP 5901 > 48244 [ACK
0] 1 en= £, i K

o ots 1o om0 10 ; 1;“- L~ amaa ceu170801 Acka0 VIS 0.105771 192.68.0.10 192.68.0.1 TCP 5901 > 48244 [ACK
0 Win=1448 Len-1448 TSV=079258408 TSER=41709349 ) * o Other lonoog toaem Ot 19200000 T a2 > aoas ioeh
0 Win= n= SV=07925940 =41708:

o.
0.105904 192.68.0.10 192.68.0.1 TCP 5901 > 48244 [PS|
5.362987 192.68.0.1 - . TCP 48244 > 5901 Seq=300 Ack=18113 Running  00:00:15 10 0.106229 192.68.0.1 192.68.0.10 TCP 48244 > 5901 [PS
Win=18824 Len 3 427 TSER=079259408 ) 11 0.108503 192.68.0.10 192.68.0.1 TCP 5901 > 48244 [ACK
S5.874441 192.6 - 550 = ac=121120 ack-=n - ) Cetener 0 5NA1RA 192 AR O 10 a2 AR N P RAN1 = AR2AA [ACK
0 Win=1448 Len=1448 TSV=979259918 TSER=41709432 |[root@Maru:~ # nmap sonia.globatic.com '
5.8768092 192.868 0 - 2, B! 1 (1514 bytes on wire, 1514 bytes captured) |
- A Ot Istarting nmap 3.50 ( http://www.lnsecure.org/nmap/ ) at 2005-02-19 02:25 CET [t |l Src: 00:01:02:6aiaciaa, Dst: 00:02:2d:8f:9b:26 {
.-28" 61TSE;CZIJ?U Interesting ports on 212.34.140.103: bt Protocol, Src Addr: 192,68.0.10 (192.68.0.10), Dst Addr: 192.68.0.1 (1.
026 T¢ 1=41710( s = " . = . ) H
5.879797  192.68 - >.68.0.10 (The 1849 ports scanned but not shown below are 1in e: closed) :
. N i . y ' 02 2d 8f 9b 26 00 O1 02 6a ac aa 08 00 45 00
1958;2 4‘_‘:;;’188‘4 Len=10 T¢ === STATE  SERVICE dc 5f 83 40 00 40 06 55 05 cO 44 00 Oa c0 44
> open discard 0117 0d be 74 1f 43 ¢6 11 e7 de e6 Ob 80 10
open daytime a8 d4 64 00 00 01 01 08 Oa 3a 5¢ bc 00 02 7a

open ftp apture{| P: 629 D: 629 M: 0
open ssh
open smtp nmap
open t1ime
open http
1755/tcp  open WS
3306/tcp filtered mysqgl
10000/tcp open snet-sensor-mgmt

7
8
9
0
1

Nmap run completed -- 1 IP address (1 host up) scanned in 32.404 seconds
root@aru:~ # |:|

Total rates: 26.1 kbytes/sec Broadcast packets: g
41.8 packets/sec Broadcast bytes: 810
Incoming rates: 24_9 kbytes/sec

26.2 packets/sec
IP checksum errors: ¢]
Outgoing rates: 1.2 kbytes/sec
15.6 packets/sec
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ptables protege de posibles O|VIdOS

U ‘g,t--sport 80 -j ACCEPT
UT -p tep —sport 8080 -j DROP

0 icmp 0 3 8 11

cp Jiﬂh ssh ftp ftp-data microsoft-ds

dp ssh microsoft-ds
netbios-ns netbios-dgm netbios-ssn
1etbios-ns netbios-dgm netbios-ssh
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chkrootkit

Searching for Ramen Worm files and dirs... nothing found

Searching for Maniac files and dirs... nothing found

Searching for RK17 files and dirs... nothing found

Searching for Ducoci rootkit... nothing found

Searching for Adore Worm... nothing found

Searching for ShitC Worm... nothing found

Searching for Omega Worm... nothing found

Searching for Sadmind/IIS Worm... nothing found

Searching for MonKit... nothing found

Searching for Showtee... nothing found

Searching for OpticKit... nothing found

Searching for T.R.K... nothing found

Searching for Mithra... nothing found

Searching for LOC rootkit ... nothing found

Searching for Romanian rootkit ... nothing found

Searching for Suckit rootkit ... nothing found

‘Searching for Volc rootkit ... nothing found

 Searching for Gold2 rootkit ... nothing found

Searching for TC2 Worm default files and dirs... nothing found
Searching for Anonoying rootkit default files and dirs... nothing found
Searching for ZK rootkit default files and dirs... nething found
Searching for shkit rootkit default files and dirs... nothing found
‘Searching for Ajakit rootkit default files and dirs... nothing found
Searching for zaRwT rootkit default files and dirs... nothing found
Searching for anomalies in shell history files... nothing found
Checking “asp'... not infected

 Checking “bindshell'... not infected

Checking “lkm'... You have 50 process hidden for readdir command
ou have 50 process hidden for ps command

arning: Possible LKM Trojan installed

Checking “rexedecs'... not found

Checking “sniffer'... lo: not promisc and no packet sniffer sock
ethd: not promisc and no packet sniffer sockets

Checking "wS5808'... not infected

Checking “wted'... nothing deleted

Checking “scalper'... not infected

Checking “slapper'... not infected

Checking “z2'... nothing deleted

roct@Naru:~ # D

e

1) apt-get update/upgrade

2) chkrootkit

3) nmap localhost

4) John the Ripper

5) Cisilia ;

john

root@Maru: fetc # john -users:topo shadow

Loaded 1 password (FreeBsD MDS [32/32])

glob (topo)

guesses: 1 time: 0:00:02:22 (3) cfs: 5158 trying: glob

root@Maru: fetc # john -users:topo shadow

Loaded 0 passwords, exiting...

root@Maru: fetc # john -users:topo shadow

Loaded 0 passwords, exiting...

root@Maru: fetc # john -users:okercho shadow

opaded 1 password (FreeBsSD MDS [32/32])
psses: O time: 0:00:00:11 48% (2) cfs:

s10n aborted
@Naru:/etc # []

4516 trying: gnicaR

9]
[ I i e e R SRl T N o <

cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
cisilia
mtop

cisilia
init

DO O~

W W=
=W
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[ Setup - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools Help

r?;] ||j| http://192.168.1.250/

LINKSYS®

A Division of Cisco Systems, Inc. Firmware Version: Satori-4.0 v2 07.1 Tsv

Wireless-G Broadband Router Esperanza03

Setup Access Applications .. .
H i . Administration Status
Setup Wireless Security Restrictions & Gaming
Basic Setup | DDNS | MAC Address Clone |  Adwvanced Routing

Internet Setup

=Gt 212 = (o= = Automatic Configuration - DHCP j
Type

lrequirctlzztlb:rn:; :lf:t::;r;’gss! Router Name: IW
Host Name: esperanzaDB
Domain Name: W
MTU: I Auto |

Network Setup

Router IP Local IP hddress:lﬁ.lﬁ. Il_ Iﬁ

Subnet Mask: 266 256 2660 ;l

Gateway: IE . Iﬁ . I_ . Iﬁ

Network Address
Server Settings (DHCP)

I N L Interfaz web de WRT54G: facil de configurar

— \ —

DHCP Server:  { Enable  Disable
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